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Fig. 1. Operation model of the proposed blockchain based cloud manufacturing system.
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Table 1

Comparison of traditional and blockchain based cloud manufacturing systems.

Traditional

Blockchain-based

Data storage

Internet-based traditional service

Blockchain, Oracle

System oriented

Service oriented

Consensus oriented

Payment

E-payment, Traditional payment

Uniform cryptocurrency

Security mechanism

Setting up security mechanism by each node
itself or providing security service by the
security firms [8,30]

Blockchain mechanism guarantees payment
safety, and transaction safety.

Oracle mechanism protects data from being
stolen and juggled,

Trust Identity check; authorization; isolation; access System mechanism provides trust.
control; certificate-based authentication; user No independent trust is necessary.
trust management; data and information flow
tracing [31]

Standard No universal standards. Consensus based global standard

Open communication standards proposed for
research [11,32]

Barriers for users

No barriers for all type of users

All providers and miners need to be
pre-approved by smart contract vote.

Administrative tribunal

Offline local governments

Blockchain consensus mechanism-based

arbitration committee
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Fig. 2. Hierarchical structure of the proposed blockchain-based cloud manufacturing system.
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